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Model No Charlie MIMO WTC Con�dential MIMO BC Outline / Speial ases

Model: Con�dential Gaussian MIMO Broadast

PSfrag replaements

Bob: MB , ✟
✟❍
❍MC Charlie: ✟

✟❍
❍MB , MC

Alie: MB , MC

HB HC

yB = HBxA + zB yC = HCxA + zC

xA � NA × 1 input vetor

yB , yC � NB × 1, NC × 1 reeived vetors

HB , HC � NB × NA, NC × NA hannel matries

zB ∼ CN (0, INB
), zC ∼ CN (0, INC

) � noise vetors

�Closed loop� (full hannel knowledge everywhere)
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Model No Charlie MIMO WTC Con�dential MIMO BC Outline / Speial ases

Outline of Talk (Speial Cases)

MIMO Without Serey (No Charlie)

PSfrag replaements

Bob: MB

Alie: MB

HB

Anatoly Khina, Yuval Kohman, Ashish Khisti IEEEI 2014 The on�dential MIMO BC apaity: A simple derivation



Model No Charlie MIMO WTC Con�dential MIMO BC Outline / Speial ases

Outline of Talk (Speial Cases)

MIMO Without Serey (No Charlie)

PSfrag replaements

Bob: MB

Alie: MB

HB

MIMO Wiretap (Maximize Rate to Bob)

PSfrag replaements

Bob: MB , MC Charlie: ✟
✟❍
❍MB , MC

Alie: MB , MC

HB HC
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Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

MIMO Without Serey (No Charlie)

Pratial Sheme via Matrix Deompositions

PSfrag replaements

Bob: MB

Alie: MB

HB
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Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

V-BLAST Sheme: QR Deomposition Based Sheme

Zero-foring V-BLAST [Foshini '96℄[Wolniansky et al. '98℄

HB = QBTB

QB � unitary; TB � triangular

Bob applies Q

†
B
(no SP is required by Alie)

TB =










b1 ∗ ∗ · · · ∗
0 b2 ∗ · · · ∗
.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 0 · · · bNA−1 ∗
0 0 · · · 0 bNA










⇒

y e�1 = b1x1 + z1
y e�2 = b2x2 + z2

.

.

.

y e�
NA

= bNA
xNA

+ zNA

O�-diagonal elements are aneled via either:

Suessive interferene anellation (SIC)

Dirty-paper oding (DPC)
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Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

V-BLAST Sheme: QR Deomposition Based Sheme

MMSE-VBLAST for a given ovariane K [Hassibi '00℄

[

HBK
1/2

INA

]

= QBTB

QB � unitary; Q̃B � NB × NA submatrix of QB

Bob applies Q̃

†
B (no SP is required by Alie)

Q̃

†
B ontains Wiener-�ltering (�FFE�)

E�etive noise has hannel noise and �ISI� omponents

E�etive SNRs satisfy: t2
i
= 1 + SNRi

log(t2
i
) = log(1 + SNRi) = I (ci ; yB |c

NA

i+1)

O�-diagonal elements above diagonal aneled via SIC or DPC
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Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

V-BLAST Sheme: QR Deomposition Based Sheme

For square invertible H, ZF-VBLAST ahieves:

R = log
∣
∣
∣HBH

†
B

∣
∣
∣

(

Using K at the transmitter ahieves: R = log
∣
∣
∣HBKH

†
B

∣
∣
∣

)

MMSE-VBLAST ahieves: R = log
∣
∣
∣INB

+HBKH
†
B

∣
∣
∣
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Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

Preoded V-BLAST: Alie Applies Unitary VA

MMSE-VBLAST with preoding for a given ovariane K

[
HBK

1/2VA

INA

]

= QBTB

VA an be used to design diagonal values ⇔ design SNRs

Anatoly Khina, Yuval Kohman, Ashish Khisti IEEEI 2014 The on�dential MIMO BC apaity: A simple derivation



Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

Preoded V-BLAST: Alie Applies Unitary VA

MMSE-VBLAST with preoding for a given ovariane K

[
HBK

1/2VA

INA

]

= QBTB

VA an be used to design diagonal values ⇔ design SNRs

SVD-sheme as MMSE-VBLAST (QR)

Choosing VA of the SVD of HBK
1/2 ⇒ SVD sheme

(no SIC/DPC needed)
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Model No Charlie MIMO WTC Con�dential MIMO BC ZF-VBLAST MMSE-VBLAST Preoded VBLAST

Preoded V-BLAST: Alie Applies Unitary VA

MMSE-VBLAST with preoding for a given ovariane K

[
HBK

1/2VA

INA

]

= QBTB

VA an be used to design diagonal values ⇔ design SNRs

SVD-sheme as MMSE-VBLAST (QR)

Choosing VA of the SVD of HBK
1/2 ⇒ SVD sheme

(no SIC/DPC needed)

Geometri-mean deomposition [Jiang et al. '05℄/ QRS [Zhang et al. '05℄

VA is hoosing s.t. all diagonal values (all SNRs) are equal

The same odebook an be used over all subhannels

No need for bit-loading
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Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

MIMO Wiretap (Maximize Rate to Bob)

PSfrag replaements

Bob: MB , MC Charlie: ✟
✟❍
❍MB , MC

Alie: MB , MC

HB HC
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Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

Gaussian MIMO Wiretap: Maximize rate to Bob

Total power onstraint [Khisti�Wornell '10℄[Oggier�Hassibi '11℄

CB (HB ,HC ) = max
KA: tr{KA}≤P

[

I (XA;YB)
︷ ︸︸ ︷

log
∣
∣
∣I+HBKH

†
B

∣
∣
∣−

I (XA;YC )
︷ ︸︸ ︷

log
∣
∣
∣I+HCKH

†
C

∣
∣
∣

]

X ∼ Gaussian

Maximization over all admissible ovariane matries KA

No expliit expression for optimal KA
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Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

Gaussian MIMO Wiretap: Maximize rate to Bob

Total power onstraint [Khisti�Wornell '10℄[Oggier�Hassibi '11℄

CB (HB ,HC ) = max
KA: tr{KA}≤P

[

I (XA;YB)
︷ ︸︸ ︷

log
∣
∣
∣I+HBKH

†
B

∣
∣
∣−

I (XA;YC )
︷ ︸︸ ︷

log
∣
∣
∣I+HCKH

†
C

∣
∣
∣

]

X ∼ Gaussian

Maximization over all admissible ovariane matries KA

No expliit expression for optimal KA

Input ovariane onstraint [Liu�Shamai '09℄

Replae tr {KA} ≤ P with KA � K

Expliit exp. for optimal KA! [Bustin�Liu�Poor�Shamai '09℄
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Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

Sheme for General SNR [Kh., Kohman, Khisti ISIT'14℄

[

HBK
1/2VA

INA

]

= QB

TB

︷ ︸︸ ︷





b1 ∗ ∗

0
.

.

. ∗
0 0 bNA




 , b2i = 1 + SNR

B

i

[

HCK
1/2VA

INA

]

= QC

TC

︷ ︸︸ ︷





c1 ∗ ∗

0
.

.

. ∗
0 0 cNA




 , c2i = 1 + SNR

E

i

Use good SISO wiretap odes for SNR-pairs (b2
i
− 1, c2

i
− 1)

VA of Charlie's SVD ⇒ Easy serey analysis + strong serey

VA of Bob's SVD ⇒ No need for V-BLAST

diag{TB}, diag{TC} are onst. ⇒ Same ode over all hannels
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Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

Sheme for General SNR [Kh., Kohman, Khisti ISIT'14℄

[

HBK
1/2VA

INA

]

= QB

TB

︷ ︸︸ ︷





b1 ∗ ∗

0
.

.

. ∗
0 0 bNA




 , b2i = 1 + SNR

B

i

[

HCK
1/2VA

INA

]

= QC

TC

︷ ︸︸ ︷





c1 ∗ ∗

0
.

.

. ∗
0 0 cNA




 , c2i = 1 + SNR

E

i

Use good SISO wiretap odes for SNR-pairs (b2
i
− 1, c2

i
− 1)

Genie-aided serey-proof

Charlie tries to reover messages sequentially (from last to �rst)

For the reovery of message i all previous messages are revealed
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Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

Dirty-Paper Coding Variant of Sheme [New℄

Alie:

Canels out o�-diagonal elements of Bob via DPC

Uses good SISO DPC wiretap odes for SNR-pairs (b2
i
− 1, c2

i
− 1)

Bob: Reovers using DPC deoder (as in MIMO without serey)

Genie-aided serey-proof

Similar to serey analysis for SIC sheme

Charlie tries to reover messages sequentially

Messages this time are Costa-like auxiliaries (Ui )

For the reovery of message i previous auxiliaries are revealed

(from whih the signals Xi an be onstruted)

Anatoly Khina, Yuval Kohman, Ashish Khisti IEEEI 2014 The on�dential MIMO BC apaity: A simple derivation



Model No Charlie MIMO WTC Con�dential MIMO BC Capaity SIC sheme DPC sheme Covariane Constraint

Reinterpretation of Optimal KA Expression of Bustin et al. via GSVD

Apply the Generalized Singular Value Deomposition (GSVD)

to the �MMSE�VBLAST� matries:

[
HBK

1/2

INA

]

= QB





b1 ∗ ∗

0
.

.

. ∗
0 0 bNA



V
†
A

[

HCK
1/2

INA

]

= QC





c1 ∗ ∗

0
.

.

. ∗
0 0 cNA



V
†
A

QB , QC , VA � Unitary

bi
ci

dereases with i and �least balaned� [Kh.-Kohman-Erez '12℄

Choose diretions orresponding to

bi
ci
> 1 and nullify the rest
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Finally... Con�dential MIMO Broadast

PSfrag replaements

Bob: MB , ✟
✟❍
❍MC Charlie: ✟

✟❍
❍MB , MC

Alie: MB , MC

HB HC
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Con�dential MIMO BC Capaity [Liu�Liu�Poor�Shamai '10℄

Total power onstraint

Using Lemma 1 of [Weingarten�Steinberg�Shamai '06℄:

C (HB ,HC ,P) =
⋃

KA: tr{KA}≤P

(

CB (HB ,HC ,KA) ,CC (HB ,HC ,KA)
)

⇒ Su�es to determine apaity region under ovariane onstraint

Covariane onstraint

No tension between users

Both users ahieve optimal wiretap apaities simultaneously!

Retangular apaity region
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Con�dential MIMO BC Capaity [Liu�Liu�Poor�Shamai '10℄

Method of proof for ovariane onstraint

Converse: Trivial (both users ahieve optimality simultaneously)

Ahievable:

Development of new ahievable for MIMO wiretap hannel

that uses �arti�ial noise�

Showing that new tehniques ahieves apaity

(via hannel enhanement tehnique)

Double random-binning shemes and �seret dirty-paper

oding�

Alie → Bob: Uses �standard� random binning (standard

tehnique)

Alie → Charlie: Uses random binning with arti�ial noise

(new tehnique)
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Con�dential MIMO BC Capaity [Liu�Liu�Poor�Shamai '10℄

Connetion to [Bustin�Liu�Poor�Shamai '09℄

Generalization of the tehniques of Bustin et al.

Capaity region an be represented via �generalized

eigenvalues�
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Con�dential MIMO BC Capaity: New Derivation

Simple derivation

Uses standard MIMO wiretap apaity expression

Builds upon [Bustin�Liu�Poor�Shamai '10℄

Uses standard (Costa) dirty-paper oding

Explains why dirty-paper oding is required

(for at least one of the users)

Connetion to the generalized singular values is natural

Allows onstrution of a pratial sheme
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Capaity-Ahieving Con�dential MIMO Broadast

[
HBK

1/2

INA

]

= QB





b1 ∗ ∗

0
.

.

. ∗
0 0 bNA



V
†
A

[
HCK

1/2

INA

]

= QC





c1 ∗ ∗

0
.

.

. ∗
0 0 cNA



V
†
A

Choosing diretions of bi > ci is optimal for Bob

But... Choosing diretions of bi < ci is optimal for Charlie!

⇒ Alloate bi > ci to Bob

Alloate bi < ci to Charlie
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Capaity-Ahieving Con�dential MIMO Broadast

[
HBK

1/2

INA

]

= QB





b1 ∗ ∗

0
.

.

. ∗
0 0 bNA



V
†
A

[
HCK

1/2

INA

]

= QC





c1 ∗ ∗

0
.

.

. ∗
0 0 cNA



V
†
A

Sheme

Charlie: Uses SIC or DPC over elements satisfying ci > bi

Bob: Uses DPC sheme over elements satisfying bi > ci

Alie pre-anels interferene also from Charlie's signals

Bob an gain no info. of Charlie's message from DPC
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Capaity-Ahieving Con�dential MIMO Broadast

Deoupling the Modulation

Alie an apply additional unitary blok-matrix operations:

T̃B =

Bob

︷ ︸︸ ︷(

Q

†
B;B 0

0 Q

†
B;C

)(
BB ∗

0 BC

)

Alie

︷ ︸︸ ︷
(
VB 0

0 VC

)

T̃C =

Charlie

︷ ︸︸ ︷(

Q

†
C ;B 0

0 Q

†
C ;C

)(
CB ∗

0 CC

)

Alie

︷ ︸︸ ︷
(
VB 0

0 VC

)

SVD of Charlie's �blok� CC allows him to avoid SIC or DPC

Other deompositions with desired properties an be applied

(SVD of BC , 2-GMD of (BB ,BC ), 2-GMD of (CB ,CC ), et.)
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Model No Charlie MIMO WTC Con�dential MIMO BC Existing results New ahievable Summary

Summary

Simple derivation of apaity region of on�dential MIMO BC

Simple extension of the result of Bustin et al. for MIMO WTC

Connetion to generalized singular values is immediate

Expliitly shows why DPC by at least one user is required
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