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Model Capa
ity Framework

Channel Model: Gaussian MIMO Wiretap Channel

PSfrag repla
ements

Bob Eve

Ali
e

HB HE

yB = HBx+ zB yE = HEx+ zE

x � NA × 1 input ve
tor of power P

yB , yE � NB × 1, NE × 1 re
eived ve
tors

HB , HE � NB × NA, NE × NA 
hannel matri
es

zB ∼ CN (0, INB
), zE ∼ CN (0, INE

) � noise ve
tors

�Closed loop� (full 
hannel knowledge everywhere)
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Model Capa
ity Framework

Capa
ity

Gaussian SISO 
hannel 
apa
ity [Leung-Yan-Cheong, Hellman '78℄

CS (hB , hE ) =
[

I (X ;YB)
︷ ︸︸ ︷

log
(

1 + |hB |
2
P
)

−

I (X ;YE )
︷ ︸︸ ︷

log
(

1 + |hE |
2
P
) ]

+

Gaussian MIMO 
hannel 
apa
ity [Khisti,Wornell '10℄[Oggier,Hassibi '11℄

CS (HB ,HE ) = max
K: trace{K}≤P

[

I (X;YB)
︷ ︸︸ ︷

log
∣
∣
∣I+HBKH

†
B

∣
∣
∣−

I (X;YE )
︷ ︸︸ ︷

log
∣
∣
∣I+HEKH

†
E

∣
∣
∣

]

Maximization over all admissible 
ovarian
e matri
es K

Power 
onstraint 
an be repla
ed with 
ovarian
e 
onstraint

[Liu, Shamai '09℄
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Model Capa
ity Framework

How to Constru
t a Pra
ti
al Capa
ity-a
hieving S
heme?

Bla
k box approa
h

Constru
t MIMO Wiretap Codes from �ordinary� SISO ones

Any good �ordinary� SISO AWGN 
odes

Signal pro
essing

(SVD-based s
heme [Telatar '99℄, V-BLAST [Fos
hini '96℄, ...)

Codeword indexing

A
hieves 
apa
ity

Gap-to-
apa
ity di
tated by gap-to-
apa
ity of the SISO 
odes
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Model Capa
ity Framework

How to Constru
t a Pra
ti
al Capa
ity-a
hieving S
heme?

Two-step pro
edure

1

Redu
e MIMO to SISO (as in �ordinary� MIMO 
ase)

2

Transform �ordinary� (non-se
re
y) 
odes to wiretap ones

Weak/strong se
re
y

Con
entrate on a
hievability of weak se
re
y

One spe
i�
 stru
ture a
hieves strong se
re
y
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Two-level 
odes

�Ordinary� Codes → Wiretap Codes

Anatoly Khina, Yuval Ko
hman, Ashish Khisti ITW 2014 �Ordinary� Codes → Wiretap Codes



Two-level 
odes De�nition How to generate

Good Wiretap Codes for SISO

Two-level AWGN 
ode of rates (R , R̃)

xn = g(m, f )

m ∈
{
1, . . . , 2nR

}
� Information message

f ∈
{

1, . . . , 2nR̃
}

� Fi
titious message

g � Mapping known to all (in
luding Eve!)

Bob 
an de
ode (m, f ) and then dis
ard f

Eve 
an re
over f from (yE ,m)
⇓

Eve 
annot re
over m from yE : I (m; yE ) ≤ nǫ
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Two-level 
odes De�nition How to generate

Ordinary Codes → Two-level AWGN Codes

Randomized pro
edure

Base AWGN 
odebook C0 of rate R0: R + R̃ < R0 < CB

∀(m, f ): Draw an index θ(m, f ) ∈ Unif
({

1, . . . , 2nR0
})

Average 
odebook = good two-level AWGN 
odebook

De-mapping of random indexing is hard!

Pra
ti
al pro
edure

Two-universal hash fun
tion

[Hayashi, Matsumoto 2010℄[Bellare, Tessaro, Vardy 2012℄

Low-
omplexity stru
tured approa
h

Valid for Gaussian 
hannels [Tyagi, Vardy ISIT2014℄
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SVD V-BLAST (QR)

MIMO Without Se
re
y (No Eve)
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SVD V-BLAST (QR) SVD with water-�lling SVD for Given K

Singular-Value De
omposition (SVD) S
heme [Telatar '99℄

HB = QBDBV
†
A

QB and VA � unitary

Ali
e applies VA and Bob applies QB

DB =










d1 0 0 · · · 0
0 d2 0 · · · 0
.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 · · · 0 dN−1 0
0 · · · 0 0 dN










⇒

y1 = d1x1 + z1
y2 = d2x2 + z2

.

.

.

yN = dNxN + zN

Results in parallel s
alar sub-
hannels

(ea
h sub-
hannel has a di�erent SNR)

Apply water-�lling to {x1, . . . , xN}: x = VAWc
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SVD V-BLAST (QR) SVD with water-�lling SVD for Given K

SVD-based s
heme for a given input 
ovarian
e K

HBK
1/2 = QBDBV

†
A

QB and VA � unitary

Ali
e applies K

1/2VA and Bob applies QB

DB =










d1 0 0 · · · 0
0 d2 0 · · · 0
.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 · · · 0 dN−1 0
0 · · · 0 0 dN










⇒

y1 = d1x1 + z1
y2 = d2x2 + z2

.

.

.

yN = dNxN + zN

Results in parallel s
alar sub-
hannels

(ea
h sub-
hannel has a di�erent SNR)

Apply water-�lling to {x1, . . . , xN}: x = VAWc x = K

1/2VAc
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SVD V-BLAST (QR) SVD with water-�lling SVD for Given K

SVD-based s
heme for a given input 
ovarian
e K

SVD s
heme with given K a
hieves : R = log
∣
∣
∣INA

+HBKH
†
B

∣
∣
∣

For optimal 
hoi
e of K attains 
apa
ity

Can be used to attain 
apa
ity for other 
ovarian
e 
onstraint

s
enarios (e.g., individual power 
onstraints)
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

V-BLAST S
heme: QR De
omposition Based S
heme

Zero-for
ing V-BLAST [Fos
hini '96℄[Wolniansky et al. '98℄

HB = QBTB

QB � unitary; TB � triangular

Bob applies Q

†
B
(no SP is required by Ali
e)

TB =










t1 ∗ ∗ · · · ∗
0 t2 ∗ · · · ∗
.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 0 · · · tN−1 ∗
0 0 · · · 0 tN










⇒

y e�1 = t1x1 + z1
y e�2 = t2x2 + z2

.

.

.

y e�
N

= tNxN + zN

O�-diagonal elements are 
an
eled via

su

essive interferen
e 
an
ellation (SIC)
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

V-BLAST S
heme: QR De
omposition Based S
heme

MMSE-VBLAST for a given 
ovarian
e K [Hassibi '00℄

[

HBK
1/2

INA

]

= QBTB

QB � unitary; Q̃B � NB × NA submatrix of QB

Bob applies Q̃

†
B (no SP is required by Ali
e)

Q̃

†
B 
ontains Wiener-�ltering (�FFE�)

E�e
tive noise has 
hannel noise and �ISI� 
omponents

E�e
tive SNRs satisfy: t2
i
= 1 + SNRi

log(t2
i
) = log(1 + SNRi) = I (ci ; yB |c

NA

i+1)

O�-diagonal elements above diagonal 
an
eled via SIC
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

V-BLAST S
heme: QR De
omposition Based S
heme

For square invertible H, ZF-VBLAST a
hieves:

R = log
∣
∣
∣HBH

†
B

∣
∣
∣

(

Using K at the transmitter a
hieves: R = log
∣
∣
∣HBKH

†
B

∣
∣
∣

)

MMSE-VBLAST a
hieves: R = log
∣
∣
∣INB

+HBKH
†
B

∣
∣
∣
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

Pre
oded V-BLAST

MMSE-VBLAST with pre
oding for a given 
ovarian
e K

[
HBK

1/2VA

INA

]

= QBTB

VA 
an be used to design diagonal values ⇔ design SNRs
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

Pre
oded V-BLAST

MMSE-VBLAST with pre
oding for a given 
ovarian
e K

[
HBK

1/2VA

INA

]

= QBTB

VA 
an be used to design diagonal values ⇔ design SNRs

SVD-s
heme as MMSE-VBLAST (QR)

Choosing VA of the SVD of HBK
1/2 ⇒ SVD s
heme

(no SIC needed)
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

Pre
oded V-BLAST

MMSE-VBLAST with pre
oding for a given 
ovarian
e K

[
HBK

1/2VA

INA

]

= QBTB

VA 
an be used to design diagonal values ⇔ design SNRs

SVD-s
heme as MMSE-VBLAST (QR)

Choosing VA of the SVD of HBK
1/2 ⇒ SVD s
heme

(no SIC needed)

Geometri
-mean de
omposition [Jiang et al. '05℄/ QRS [Zhang et al. '05℄

VA is 
hoosing s.t. all diagonal values (all SNRs) are equal

The same 
odebook 
an be used over all sub
hannels

No need for bit-loading
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

V-BLAST: What Codes Can be Used?

Problem

Not any 
odebooks 
an be used!

At ea
h stage of V-BLAST: Noise = Gaussian noise + ISI

Aligned 
odes impair de
oding

Alignment phenomenon

For the de
oding of sub-stream xi

Bob Can
els out xi+1, . . . , xN

Applies maximum ratio 
ombining for the re
overy of xi

Example: Suppose the resulting e�e
tive 
hannel is

y e�
i

= 2xi + xi−1 + zi
︸ ︷︷ ︸

E�e
tive noise

If xi , xi−1 belong to same latti
e 
odebook

⇒ 2xi + xi−1 is not uniquely de
odable!
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SVD V-BLAST (QR) ZF MMSE Pre
oded Alignment problem

V-BLAST: What Codes Can be Used?

In V-BLAST: Bob observes a MAC 
hannel at ea
h stage i

Multiple-a

ess (MAC) SIC 
odes

A 
olle
tion of AWGN 
odes that are �su�
iently di�erent�

No MAC gains 
an align them

Relaxation of the �MAC 
apa
ity-a
hieving 
odes� of [Ba

elli,

El Gamal, Tse 2011℄

How to generate su
h 
odes?

Theoreti
al: En
apsulate in dithered modulo latti
e of high dim.

Not bla
k box! /

Pra
ti
al: Simple randomization pro
ess su�
e (not rigor!):

Multipli
ative (phase) dithering

Di�erent interleaving / permutation of ea
h 
ode

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme

Putting It All Together
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

New S
heme for General SNR [Kh., Ko
hman, Khisti ISIT2014℄

[
HBK

1/2VA

INA

]

= QB

TB
︷ ︸︸ ︷




b1 ∗ ∗

0
.

.

. ∗
0 0 bN




 , b2i = 1 + SNR

B
i

[
HEK

1/2VA

INA

]

= QE

TE

︷ ︸︸ ︷




e1 ∗ ∗

0
.

.

. ∗
0 0 eN




 , e2i = 1 + SNR

E
i

Use good SISO wiretap 
odes for SNR-pairs (b2
i
− 1, e2

i
− 1)
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

New S
heme for General SNR [Kh., Ko
hman, Khisti ISIT2014℄

[
HBK

1/2VA

INA

]

= QB

TB
︷ ︸︸ ︷




b1 ∗ ∗

0
.

.

. ∗
0 0 bN




 , b2i = 1 + SNR

B
i

[
HEK

1/2VA

INA

]

= QE

TE

︷ ︸︸ ︷




e1 ∗ ∗

0
.

.

. ∗
0 0 eN




 , e2i = 1 + SNR

E
i

Use good SISO wiretap 
odes for SNR-pairs (b2
i
− 1, e2

i
− 1)

VA of Eve's SVD ⇒ Easy se
re
y analysis + strong se
re
y

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

New S
heme for General SNR [Kh., Ko
hman, Khisti ISIT2014℄

[
HBK

1/2VA

INA

]

= QB

TB
︷ ︸︸ ︷




b1 ∗ ∗

0
.

.

. ∗
0 0 bN




 , b2i = 1 + SNR

B
i

[
HEK

1/2VA

INA

]

= QE

TE

︷ ︸︸ ︷




e1 ∗ ∗

0
.

.

. ∗
0 0 eN




 , e2i = 1 + SNR

E
i

Use good SISO wiretap 
odes for SNR-pairs (b2
i
− 1, e2

i
− 1)

VA of Eve's SVD ⇒ Easy se
re
y analysis + strong se
re
y

VA of Bob's SVD ⇒ No need for V-BLAST
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

New S
heme for General SNR [Kh., Ko
hman, Khisti ISIT2014℄

[
HBK

1/2VA

INA

]

= QB

TB
︷ ︸︸ ︷




b1 ∗ ∗

0
.

.

. ∗
0 0 bN




 , b2i = 1 + SNR

B
i

[
HEK

1/2VA

INA

]

= QE

TE

︷ ︸︸ ︷




e1 ∗ ∗

0
.

.

. ∗
0 0 eN




 , e2i = 1 + SNR

E
i

Use good SISO wiretap 
odes for SNR-pairs (b2
i
− 1, e2

i
− 1)

VA of Eve's SVD ⇒ Easy se
re
y analysis + strong se
re
y

VA of Bob's SVD ⇒ No need for V-BLAST

diag{TB}, diag{TE} are 
onst. ⇒ Same 
ode over all 
hannels
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

New S
heme for General SNR [Kh., Ko
hman, Khisti ISIT2014℄

But...

Proof used random binning ⇒ Existen
e result
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

New S
heme for General SNR [Kh., Ko
hman, Khisti ISIT2014℄

But...

Proof used random binning ⇒ Existen
e result

Theorem

Good two-level MAC-SIC 
odes approa
h the MIMO WTC 
apa
ity.

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme What Codes to Use?

Two-Level MAC-SIC Codes A
hieve MIMO WTC Capa
ity

Proof idea

Bob's optimal (?) re
eiver of sub-message i :

Sub-messages (i + 1), . . . ,N are known

Subtra
t interferen
e of xi+1, . . . , xN

Treat x1, . . . , xi−1 as noise

Proje
t onto subspa
e of xi

Eve's genie-aided optimal (?) re
eiver of sub-message i :

Sub-messages (i +1), . . . ,N are revealed to Eve for de
oding xi

Subtra
t interferen
e of xi+1, . . . , xN

Treat x1, . . . , xi−1 as noise

Proje
t onto subspa
e of xi

Se
re
y: Codes need to be two-level

Optimality: Codes need to be MAC-SIC

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme Nested bla
k box / Matryoshka

End-to-End S
heme

�Nested bla
k-box� type approa
h

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme Nested bla
k box / Matryoshka

End-to-End S
heme

�Nested bla
k-box� type approa
h

or

�Ìàòð¼øêà� (�Matryoshka�) type approa
h

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme Nested bla
k box / Matryoshka

End-to-End S
heme

Modulation

Apply the MIMO wiretap matrix de
omposition s
heme

Bob uses standard V-BLAST for de
oding

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme Nested bla
k box / Matryoshka

End-to-End S
heme

Modulation

Apply the MIMO wiretap matrix de
omposition s
heme

Coding: Good two-level MAC-SIC 
odes

Take any good AWGN 
odes of appropriate rates {Ri + R̃i}

Transform into �good MAC-SIC 
odes� via

a randomization pro
ess (modulo-latti
e, interleaving,...)

Transform into �good two-level 
odes� via

random indexing / two-universal hashing

Bob uses standard V-BLAST for de
oding

Anatoly Khina, Yuval Ko
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MIMO Redu
tion End-to-end s
heme Nested bla
k box / Matryoshka

End-to-End S
heme

Modulation

Apply the MIMO wiretap matrix de
omposition s
heme

Coding: Good two-level MAC-SIC 
odes

Take any good AWGN 
odes of appropriate rates {Ri + R̃i}

Transform into �good MAC-SIC 
odes� via

a randomization pro
ess (modulo-latti
e, interleaving,...)

Transform into �good two-level 
odes� via

random indexing / two-universal hashing

Bob uses standard V-BLAST for de
oding

Alignment has a double-bad e�e
t in wiretap

Bob 
annot re
over the whole message

ISI that serves as noise for Eve might align

Anatoly Khina, Yuval Ko
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Complementary

Complementary
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Complementary Two-level requirement

Good Wiretap Codes for SISO

Explanation of last requirement

I (xn; ynE ) = I (m, f ; ynE ) = I (m; ynE ) + I (f ; ynE |m)

= I (m; ynE ) + H (f )
︸ ︷︷ ︸

= nR̃

≥ n(CE − δ1)

−H (f |ynE ,m)
︸ ︷︷ ︸

≤nδ2

≤ nCE

⇓

I (m; ynE ) ≤ n (δ1 + δ2)

Anatoly Khina, Yuval Ko
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