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Abstract

We study the two party problem of randomly selecting a stengng all the strings of lengthh We want
the protocol to have the property that the output distrdiutias higrentropy even when one of the two parties
is dishonest and deviates from the protocol. We developpats that achieve high, close #o entropy.

In the literature the randomness guarantee is usually egedeas being close to the uniform distribution or
in terms of resiliency. The notion of entropy is not direattymparable to that of resiliency, but we establish a
connection between the two that allows us to compare ouopotg with the existing ones.

We construct an explicit protocol that yields entropy- O(1) and hastlog* n rounds, improving over the
protocol of Goldwasser et al. [3] that also achieves thisogyt but need$)(n) rounds. Both these protocols
needO(n?) bits of communication.

Next we reduce the communication in our protocols. We sh@ettistence, non-explicitly, of a protocol
that has 6 round€n + 8 log n bits of communication and yields entropy- O(log n) and min-entropy:/2 —
O(logn). Our protocol achieves the same entropy bound as the redsmthon-explicit, protocol of Gradwohl
et al. [4], however achieves much higher min-entrapy2 — O(log n) versusO(log n).

Finally we exhibit very simple explicit protocols. We comte¢he security parameter of these geometric
protocols with the well studied Kakeya problem motivatechaymonic analysis and analytical number theory.
We are only able to prove that these protocols have enBopy but still n/2—O(log n) min-entropy. Therefore
they do not perform as well with respect to the explicit camgions of Gradwohl et al. [4] entropy-wise, but
still have much better min-entropy. We conjecture thateh&mple protocols achieve — o(n) entropy. Our
geometric construction and its relation to the Kakeya mobfollows a new and different approach to the
random selection problem than any of the previously knovatquols.
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1 Introduction

We study the following communication problem. Alice and Beant to select a random string. They are not at
the same location so they do not see what the other player dbey communicate messages according to some
protocol and in the end they output a stringrobits which is a function of the messages communicated. This
string should be as random as possible, in our case we mehasuamount of randomness by the entropy of the
probability distribution that is generated by this protoco

The messages they communicate may depend on random expexithe players perform and on messages
sent so far. The outcome of an experiment is known only to #mg/pvhich performs it so the other party cannot
verify the outcome of such an experiment or whether the éx@et was carried out at all. One or both the parties
may deviate from the protocol and try to influence the setksteng Chea). We are interested in the situation
when a party honestly follows the protocol and wants to hamesguarantee that the selected string is indeed
as random as possible. The measure of randomness we useeistiiygy of probability distribution that is the
outcome of the protocol.

In this paper we present protocols for this problem. In patér we show a protocol that achieves entropy
n — O(1) if at least one party is honest and that ugésg* n rounds and communicateg + O(nlogn) bits.
The round complexity of our protocol is optimal up-to a camstfactor which follows from a result of Sanghvi
and Vadhan [8]. We further consider the question of redutimgcommunication complexity of our protocols.
We show non-constructively that there are protocols witkdr communication complexity that achieve entropy
n — logn in just 3 rounds, and in 6 rounds achieves in addition mimegytn /2 — O(log n) which is close to the
optimal bound of/2, that follows from Goldwasser et al. [3] and from a bound oargum coin-flipping due
to Kitaev (see [2]). We propose several explicit and verypsprotocols that have entrogy./4 and conjecture
to have entropy: — o(n). Our proofs establish a connection between the securitsagtee of our protocols and
the well studied problem of Kakeya over finite fields motigbby Harmonic analysis and analytic number theory.
Although these constructive protocols do not achieve theegaarameters as the best known constructive protocols
(see next section), our (geometric) protocols are quiferdint in nature and much simpler to implement and still
yield much higher min-entropy.

1.1 Previous work

There is a large body of previous work which considers thélera of random string selection, and related prob-
lems such as a leader selection and fault-tolerant computatVe refer the reader to [8] for an overview of the
literature. In this paper we assume that both parties halmited computational power, i.e., so callédl infor-
mation model Several different measures for the randomness guarahtbe protocol are used in the literature.
The most widely used is thg:, ¢)-resilience and the statistical distance from the uniforstrithution. Informally

a protocol i, €)-resilient if for every sef C {0, 1}™ with densityu (cardinality u2™), the output of the protocol

is in S with probability at most. In this paper we study however another natural randomngéssgtee, namely
the entropy of the resulting output distribution. There iislationship between the entropy and resilience, but these
parameters are not interchangeable.

In [3], Goldreich et al. constructs a protocol that(js /zz)-resilient for all;, > 0. This protocol runs in
O(n) rounds and communicaté(n?) bits. We show that their security guarantee also impliesopgits — O(1).
Hence, our first protocol, that usétog® n is an improvement in the number of rounds with respect to thepy
measure over that protocol.

Sanghvi and Vadhan [8] present a protocol for every constant) that is(u, v/ + d)-resilient and that has
constant statistical distance from the uniform distribati They also show a lower boufitilog™ n) on the number
of rounds of any random selection protocol that achievestem statistical distance from the uniform distribution.
We show that entropy. — O(1) implies being close to uniform distribution so the lower bduranslates to our
protocols.



Recently, Gradwohl et al. [4], who also considered pro®aath more than 2 players, constructed for each
p aO(log™ n)-round protocol that igu, O(,/1))-resilient and that uses linear communication. Our resaris
not completely comparable with those of [4]; the protocdl§donly achieve entropy: — O(logn) and entropy
n — O(1) implies only (1, O(1/log(1/u)))-resilience for allu > 0. Their protocol, non-explicit fop; = 1/n?
matches our non-explicit protocol from Section 4.1 but awtqcol can be extended to also achieve higf2(—
O(log n)) min-entropy at the cost of additional 3 rounds. This featomes from the fact that all our protocols are
asymmetric. When Bob is honest (and Alice dishonest) theeantropy of the output is guaranteed to be as high
asn — O(logn), which implies, by the aforementioned result of Kitaev [24t the min-entropy is onl@(log n)
when Bob is dishonest (and Alice honest). The protocols efd@pohl et al. in general do not have this feature.
Whenever their protocols achieve high- O(logn)) entropy the min-entropy is onl§ (log n).

Finally our explicit geometric protocol only obtaids./4 entropy and thus performs worse than the explicit
protocol from [4], that achieves fqor = 1/log n entropyn — o(n). Our explicit protocol though still have min-
entropyn/2 — O(log n) outperforming [4], that only gets min-entrogy(logn).

The paper is organized as follows. In the next section wevethe notion of entropy and of other measures
of randomness, and we establish some relationships amenyg tBection 3 contains our protocol that achieves
entropyn — O(1). In Section 4 we address the problem of reducing communitatmplexity of our protocols.

2 Preliminaries

LetY be a random variable with a finite ran§e Theentropy ofY is defined by:

Z Pr[Y = s] - log Pr[Y = s].
seS
If for somes € S, Pr[Y = s] = 0 then the corresponding term in the sum is considered to loe Adlogarithms
are based two.
Let X,Y be (possibly dependent) jointly distributed random vdeabith rangesT’, S, respectively. The
entropy ofY conditional toX is defined by:

H(Y|X) =) PrX=tH(YX =t),
teT

whereY |X = ¢ stands for the random variable, whose rangg &nd which takes outcomec S with probability
Pr[Y = s|X =t].
The following are basic facts about the entropy:

H(f(Y)) < H(Y) forany functionf , 1)
H(Y) < loglS], 2)
H(YX) < H(Y), 3)
H((X,Y)) = H(Y[X)+ H(X), (4)
H(X) < H{(Y,X)) (follows from (4)), (5)
H((Y,X)) < H(Y)+ H(X) (follows from (3) and (4)) (6)

Here (Y,X> stands for the random variable with ranfiex T, which takes the outcomés, t) with probability
Pr[X =t,Y = s|. We will abbreviateH ((Y, X)) asH (Y, X) in the sequel.
The following corollaries of these facts are used in the sequ
(1) LetY; be random variables with the same ratgend letY be obtained by picking an indexc {1,...,n}
uniformly at random and then drawing a random sample acegridiY;. ThenH(Y) > 1 5°" | H(Y;).
(Indeed, lefX stand for the random variable uniformly distributedin ... ,n}. ThenH(Y) > H(Y|X) =

Ly H(Y:).)



(2) Let? > 1 be an integer and : S — T be a function from a sef to a setl’. Let’Y be a random variable
with rangeS. If vt € T, |f~1(t)| < £thenH(f(Y)) > H(Y) — log¢. (Indeed, letX be the index ofY in
f7HY). ThenH(Y) = H(f(Y),X) < H(f(Y)) + H(X) < H(f(Y)) + log ).

Themin-entropyof a random variabl& with a finite rangeS is

Hyo(X) = min{—logPr[X =s]:s€ S}.
Thestatistical distancdetween random variablég, Y with the same finite rang& is defined as the maximum
|Pr[X € A] — Pr[Y € A]|

over all subsetsi of S. Itis easy to see that the maximum is attained4azonsisting of alls with Pr[X = s] >
Pr[Y = s] (as well as for its complement).

For every integer. > 1, we denote byUJ,, the uniform probability distribution of stringf0, 1}".

In order to apply a lower-bound from [8] to show that our maiatpcol needs(log* n) rounds we establish
a relation between entropy and constant statistical distésee appendix for proof).

Lemma 1. For every realc there is a realg < 1 such that the following holds. K is a random variable with
range{0,1}" and H(X) > n — c then the statistical distance & andU,, is at mosf.

Definition. Letr, n be natural numbers. A deterministic strategy of a playeicgAbr Bob) is a function that
maps each tupléxy, ..., z;) of binary strings wheré < r to a binary string (the current message of the player
provided(z, ..., x;) is the sequence of previous messages). A randomized stiaitegplayer (Alice or Bob) is
a probability distribution over deterministic strategies

A protocol running inr roundsis a functionf that maps each-tuple(z1, ..., z,) of binary strings to a binary
string of lengthn (the first stringz; is considered as Alice’s message, the second sirirgs Bob’s message and
so on) and a paifS 4, Sp) of randomized strategies.

If Sa,Sp are deterministic strategies of Alice and Bob then the oug®f the protocol forSa, Sp is
defined asf(x1,...,z,) wherexy,...,z, are defined recursivelyry; 1 = Sa({z1,...,29)) andzg1o =
SB(<CL'1, PN ,:E2i+1>).

If S4,Sp are randomized strategies of Alice and Bob then the outcdntkeoprotocol is a random vari-
able generated as follows: select independently Alice® Bob’s strategiess 4, Sp with respect to probability
distributionsS 4 andS g, respectively, and output the result of the protocoldar, Si.

We say that Alice (Bob) follows the protocol if Alice (Bob)essthe strateg$ 4 (Sp). We say that Alice (Bob)
deviates from the protocol if Alice (Bob) uses any other @nited strategy.

We say that a protocaP for random string selection s, /)-good if the following properties hold:

(1) If both Alice and Bob follow the protocol then the outcoiee fully random string of length.

(2) If Alice follows the protocol and Bob deviates from it théhe outcome has entropy at le&st

(3) If Bob follows the protocol and Alice deviates from it théhe outcome has entropy at least
(End of Definition.)
Throughout the paper we use the following easy observaliahholds for every protocol (see appendix for a

proof):

Lemma 2. Assume that Alice’s strated/s guarantees that the entropy of the outcome is at leafstr all deter-
ministic strategies of Bob. Then the same guarantee hotdslfandomized strategies of Bob as well. A similar
statement is true for min-entropy in place of entropy.

In [8], Sanghvi and Vadhan establish that any protocol fodoem selection that guarantees a constant statistical
distance of the output from the uniform distribution regsirat least2(log™ n) rounds. Hence we obtain the
following corollary to the previous lemma.



Corollary 3. If Pis a protocol that ign — O(1),n — O(1))-good thenP has at least2(log* n) rounds.

For i, e > 0, a random string selection protocBlis (u, €)-resilientif for any setS of size at mosj2”, the
probability that the output aP is in S is at moste, even if one of the parties cheats.
In order to compare our results with previous work we staggfdiowing claim (see appendix for proof).

Lemma 4. For a random selection protocdP the following holds.
(1) If Pis (i, O(uc))-resilient for some constamtand anyu > 0 thenP is (n — O(1),n — O(1))-good.

(2) If Pis(n— O(1),n — O(1))-good then for any, > 0itis (u, 1/log(1/u))-resilient.

3 The main protocol

In this section we construct a protocol thatis— O(1),n — O(1))-good. We start with the following protocol.

Lemma 5. There is an — 1,n — log n)-good protocolP, running in3 rounds and communicating? + n + logn
bits. If Bob is honest then the outcomefgfthas min-entropy at least — log n.

Proof. The protocolP, (A, B) is as follows:
(1) PlayerA pickszy, xa, ..., z, € {0,1}™ uniformly at random and sends them to Plajger

(2) PlayerB picksy € {0, 1}" uniformly at random and sends it to Play&r
(3) PlayerA picks anindex € {1,...,n} uniformly at random and sends it 9.

(4) The outcomeR of the protocol isz; @ y, i.e., the bit-wise xor of; andy.

Note that the last two items are tight as a cheating Bob cam set; in the protocol and the’/ (R) = n — 1.
Similarly, a cheating Alice can enforce the fitsg n bits of the outcome to be all zero bits 86R) = n — logn
in that case.

1) Itis easy to verify that the outcon®® of the protocolP, (Alice, Bob) is uniformly distributed if both Alice
and Bob follow the protocol and hence it has entrapy

2) Assume that Alice follows the protocol and Bob is tryingcteeat. Hence, Alice picks uniformly at random
x1,...,z, € {0,1}". Bob picksy. Then Alice picks a random indeke {1,...n} and they seR = z; & y.
Clearly, H(z1,...,x,) = n?, thus

n2:H($1,,azn)§H(a£1,,xn,y)gH(aﬁ@y,,xn@y)+H(y)§H($1@y,,ajn@y)—l—n

Here the first inequality holds by (5), the middle one by (14 &), and the last one by (2). Therefore,

(n* —n)/n <H(@ @y,...,00 ®y)/n <Y H(z; @y)/n = H(z; ©ylj) < H(z; ®y).
i=1
Here the second inequality holds by (6), the equality holas Alice chooseg uniformly, and the last inequality
is true by (3).
3) Assume that Bob follows the protocol and Alice is tryingteeat. Hence, Alice carefully seleats, . . . , =,

Bob picks a random string € {0, 1}"™ and Alice carefully choosese {1,...,n}. ThusH (y|(x1,...,x,)) =n
and hence

H(z; @y) > H(x; @y|(x1,...,20)) > Hyl (21, ... z0) — H(j|(z1,...,20))
> H(y[(x1,...,zn)) — H(j) > n —logn.

Here the second inequality holds by (1) and (6). Verifying lilwer bound on the min-entropy is straightforward.
O



Our protocol achieves our goal of having entropy of the ameelose to if Alice is honest. However if she
is dishonest she can fix up-tog n bits of the outcome to her will. Clearly, Alice’s cheatingwer comes from
the fact that she can choose upkég n bits in the last round of the protocol. If we would reduce thenber of
stringsz; she can choose from in the last round, her cheating abilityldvdecrease as well. Unfortunately, that
would increase cheating ability of Bob. Hence, there is davaff between cheating ability of Alice and Bob. To
overcome this we will reduce the number of strings Alice caoase from but at the same time we will also limit
Bob’s cheating ability by replacing hisby an outcome of yet another run of the protocol played witice®$ and
Bob's roles reversed. By iterating this several times weatatain the following protocol.

Letlog™ n stand for the number of times we can apply the funcfiog = | until we get 1 fromn. For instance,
log* 100 = 4.

Theorem 6. There is a(n — 2,n — 3)-good protocol running ir2 log* n + 1 rounds and communicating? +
O(nlogn) bits. Depending om, either if Alice or Bob is honest then the min-entropy of treqrol is at least
n — O(logn).

Proof. Letk = log*n — 1. Definely = nand?; = [log¢;_1],fori =1,...,k, soly_1 € {3,4} and{}, = 2.
Fori =1,...,k we define protocoP;(A, B) as follows.
(1) PlayerA pickszi,za, ...,z € {0,1}™ uniformly at random and sends them to Plagger

(2) PlayersA and B now run protocolP;_; (B, A) (note that players exchange their roles) andyskt the
outcome of that protocol.

(3) PlayerA picks anindex € {1,...,¢;} uniformly at random and sends it 1.

(4) The outcomeR; of this protocol isz; @ y.
We claim that the protocols afe — 2, n — log 4¢;)-good:

Lemma?. Foralli=0,1,...,k the following is true.
(1) If both Alice and Bob follow the protocet; (Alice, Bob) then its outcom®,; satisfiesH (R;) = n.

(2) If Alice follows the protocoP; (Alice, Bob) then the outcom®;; satisfiesH (R;) > n — 2.

(3) If Bob follows the protocoP,; (Alice, Bob) then the outcom®; of the protocol satisfied/ (R;) > n —
log 4¢;.
All the bounds on the entropy are valid also when conditiomedhe tuple consisting of all strings communicated
before runningP;. Furthermore, ifi is even and Bob is honest ofis odd and Alice is honest thefi..(R;) >

i+1
n — Z;—ngj

Proof. The first claim is straightforward to verify. We prove the @tliwo simultaneously by an induction én
Fori = 0 the claims follow from Lemma 5. So assume that the claimsraesfori — 1 and we will prove them
for i.

If Alice follows the protocolP;(Alice, Bob) then she picks, ... , z,, uniformly at random. Then the protocol
P;_1(Bob, Alice) is invoked to obtainy = R;_;. We can reason just as in the proof of Lemma 5. However this
time we have a better lower bound tfi(x;, ..., z.,,y). Indeed, by induction hypothesis, since Alice follows the
protocol,

H(ylz1,...,z4) >n—logdli_1 > n—20;.

Here the last inequality holds for all< k as¢;_1 > 4 in this case and hen&; > 2log¢;_1 > log4/;_1. For
i = k we havel;_; € {3,4} and¢; = 2 and the inequality is evident.
Thus,
H(zy,...,z0,y) = H(x1,...,20,) + H(ylz1, ..., 20) > lin — 2(; + n.



Just as in Lemma 5, this implies

H(zj®y) = H(z; ®ylj) ZHJUS@Z/
> (H(ml,...,wgi,y)— H(y))/t; > (bin —20; +n —n)/l; =n — 2.

Assume that Bob follows the protocé} (Alice, Bob) but Alice deviates from it (she is trying to cheat) care-
fully choosingzy, . .., z,, andj. Then the protocaP;_; (Bob, Alice) is invoked to obtairy = R,;_;. By induction
hypothesisH (y|z1, ..., z¢,) > n — 2. Now Alice chooseg € {1,...,¢;}. Similarly as in the proof of Lemma 5,
we have

H(z; ®y) > H(x, ®y!<x17-- >) H(y!<x17---,wei>) — H(j[(z1,. .-, 20,))
The claim about min-entropy follows by induction. O

By the lemma to the protocd? is (n — 2,n — 3) good. It runs iRk + 3 = 2(log*n — 1) + 3 rounds.
The number of communicated bits is equal to

k
n*+n+logn + Z(n& + log ¢;)
i=1

All ¢;’s in the sum are at mogbg n end decrease faster than a geometric progression. Henserthis at most its
largest term« log n) times a constant. O

4 Improving communication complexity

In the previous section we have shown a protocol for Alice Bal that guarantees that the entropy of the selected
string is at least. — O(1). The protocol has an optimal (up-to a constant factor) nurabeounds and communi-
catesO(n?) bits. In this section we will address the possibility of reg the amount of communication in the
protocol.
We focus on the basic protocé (A, B) as that protocol contributes to the communication the masie
protocol can be viewed as follows.
(1) PlayerA picksz € {0,1}™4 uniformly at random and sends it to Player

(2) PlayerB picksy € {0,1}™# uniformly at random and sends it to Playér
(3) PlayerA picks an index € {0, 1}qu uniformly at random and sends it 8.

(4) A fixed function f : {0,1}™4 x {0,1}™5 x {0,1}™a — {0,1}" is applied toz,y and;j to obtain the
outcomef(x,y, j).

We will denote such a protocol ki, (A, B, f). In the basic protocol the parameters arej = n?, mp = n
andm/, = log n. We would like to find another suitable functigiwith smaller domain.

We note first that three rounds in the protocol are necessamder to obtain required guarantees on the output
of the protocol. In any two round protocol at least one of thaips can force the output to have entropy at most
n/2+1log n. (Intwo round protocol, if for some, the range off (, -) is smaller tham2™/2 then Alice can enforce
entropyn/2 + log n by picking thisz. On the other hand if (x, -) has a large range for al, then Bob can cheat
by almost always enforcing the output to lie in a set of €%&. Bob’s cheatingset can be picked at random.)



4.1 Non-explicit protocol
The following claim indicates that finding a suitable fuoctif should be feasible.

Lemma 8. If f: {0,1}" x {0,1}" x {0,1}8%°en — [0, 1}" is taken uniformly at random among all functions
then with probability at least /2, Py(A, B, f) satisfies:
(1) If both Alice and Bob follow the protocdt (Alice, Bob, f) then its outcom®R satisfiesH (R) = n —
O(1).
(2) If Alice follows the protocoF, (Alice, Bob, f) then the outcom® satisfiesH (R) > n — O(1).

(3) If Bob follows the protocolP,(Alice, Bob, f) then the outcom® of the protocol satisfies/(R) >
n— O(logn) and Hx(R) > n — O(logn).

The question is how to find an explicit functigh of similar properties. We propose the following three
functions that we believe have the required properties. Meguseveral results in that direction.
(1) frot : {0,1}" x {0,1}" x {1,...,n} — {0,1}" defined byf (z,y, j) = 27 ©y, wherez/ is thej-th rotation
of z, 27 = zjxj41 - xpzy1 -+ xj_1. Heren is assumed to be a prime.
(2) fiin: F* 1 x F*¥ x F — F* whereF = GF[2°8"], k = n/logn andf(d,y,j) = (1,d1,...,dp_1) *j+
(Y1, -5 Uk)-
(3) fumu: F x Fx H— F,whereF =GF[2"|,H C F,|H| =n,andf(z,y,j) =x*j+y.
In particular the functiory,. is interesting as it would allow very efficient implementati We conjecture that
for f € {frot, fiin, fmu } Protocol Py(A, B, f) is (n — o(n),n — O(log n))-good.

Lemma 9. Py(A, B, frot) is (n/2 — 3/2,n — log n)-good whem: is prime and the min-entropy of the outcome is
at leastn — O(log n) when Bob follows the protocol.

A similar lemma holds also for our other two candidate fumtsi

4.1.1 Averaging the asymmetry

One of the interesting features of our protocols is the asgtnnof cheating power of the two parties. We used this
asymmetry to build the protocol with entropy— O(1). One can also use this asymmetry favéraging their
cheating powers in the following simple way. Given a prota@q (A, B) for selecting am bit string, Alice and
Bob first select the first /2 bits of the string by running the protocdl,, »(Alice, Bob) and then they select the
other half of the string by running the protod@), »(Bob, Alice). If the protocol@,, is (k(n), [(n))-good then the
averagingprotocol is(k(n/2) +1(n/2), k(n/2) +1(n/2))-good. Similarly if the min-entropy when Alice follows
the protocol is bounded from below &y, (n) and when Bob follows the protocol By, (n), then the min-entropy
of the outcome of the averaging protocol is at Idas{n/2) + I, (n/2).

Hence from Lemma 9 we obtain the following corollary.

Corollary 10. There is a-round protocol for random string selection that commutés2n + O(log n) bits, that
is (3n/4 — O(logn),3n/4 — O(log n))-good and that has min-entropy at least2 — O(log n) when at least one
of the parties follows the protocol.

In the next section we show for a variant&f( A, B, fiin) a similar security guarantee.

4.2 Geometric protocols and the problem of Kakeya

We exhibit here a variant of the protocB) (A, B, fin) and show that it achieves entropy at leasf4 — O(1) if
at least one party is honest. Fix a finite fidldand a naturaln > 2. Letq = |F'|. We rephrase the protocol as
follows:



(1) Alice picks at random a vectar= (1,ds,...,d,,) € F™ and sends it to Bob.
(2) Bob picks at random = (z1,...,z,) € F™ and sends it to Alice.

(3) Alice picks at random € F' and sends it to Bob.

(4) The output of the protocol is

y=x+td=(r1+t,x0 +tdo,..., xm +tdy).

The geometric meaning of the protocol is as follows. Alicekpiat random a direction of an affine line in
the m-dimensional spac&™ over F. Bob chooses a random affine line going in that directioncébutputs a
random point lying on the line.

It is easy to lower bound the entropy of the outpwdf this protocol assuming that Bob is honest (see appendix
for proof).

Lemma 11. If Bob is honest then the outcomef the protocol satisfies
H(y) > Hoo(y) > (m — 1) logq.

Note that Alice can cheat this much. For example, Alice caogg, = 0 by choosing always = —z;.

In the case when Alice is honest we are able to prove the bélpd > (m/2 + 1)logq — O(1). We do not
know whether Bob indeed can cheat this much. This questiaated to the following problem known as Kakeya
problem for finite fields.

Kakeya problem. Let L be a collection of affine lines iA™* such that for each direction there is exactly one
line in L going in that direction. Lef;, denote points in lines from. How small can béP;|?

For a family L of lines letX; denote a random variable i, that is a random point on a random linefin
That is, to generate an outcomeXf,, we pick a random liné in L (all lines are equiprobable) and then pick a
random point or? (all points on¢ are equiprobable).

Call any set of lined. satisfying the conditions of Kakeya problem a Kakeya faraitygl letH (m, ¢) stand for
the minimumH (X,) over all Kakeya familied.. Let H..(m, ¢) stand for the similar value for min-entropy.

Lemma 12. Assume that Alice is honest. Then the outcome of the proadwals satisfie$! (y) > H(m, q) and
there is Bob’s strategy such that(y) = H(m, ¢). The same is true for min-entropy in place of entropy.

Proof. Let Y stand for the outcome of the protocol provided Bob uses ametistic strategyS. There is an
onto functionS — L from deterministic Bob’s strategies to Kakeya sets suchXhacoincides withY g.

Indeed, assume that Bob uses a deterministic strafegbhat is, for eachl = (1,ds,...,d,,) Bob chooses
x = z(d) deterministically. Thus Bob defines a Kakeya familgonsisting of all lines of the form

(2(d) +td |t € F).

ObviouslyX; = Yg.

Conversely, for every Kakeya sétthere is Bob’s strategy mapped by this function téd (choose any point
in the line in L going in directiond specified by Alice).

This implies the statement of the lemma for deterministiategies. For randomized strategies it follows from
Lemma 2. O

Note that for every family of lineg, we haveH (Y;,) < log |P|. Thus to prove that the entropy of the outcome
is at leastx (provide Alice is honest) we need to show the lower bold > 2% for Kakeya problem. The best
known lower bound fot P | is Q(¢™/?*1) [6, 5] (and it is conjectured thaP;| must be close tg™). Note that
this bound does not immediately imply thE{Y ;) > (m/2 + 1) log ¢ for every Kakeya seL, as the entropy of
a random variable can be much less than the log-cardindlifyeoset of outcomes. However, the key proposition
from the proof of the bountP;, | = Q(¢"/>*1) presented in [5] indeed allows to prove a slightly weakeqiradity
H(Yr) > (m/2+1)logqg— O(1).



Proposition 13([5]). Let L be a collection of affine lines ik such that every 2-dimensional plane has at most
q + 1lines fromL. Let P be a subset of™. Then

{(p.) |l eL, peP pell| <C-(P"LPMFM +|P| + L))
for some constant’.
This proposition allows to prove the following

Theorem 14. If Alice is honest then the outcome of the geometric protsatigfiest (y) > (m/2+1)log ¢—O(1)
and H(y) > logq.

Proof. The second statement is obvious. Let us prove the first oneeByna 12 it suffices to show that(X ;) >
(m/2+ 1)log g — O(1) for every Kakeya familyL.

Let o stand forq‘m/2‘1c wherec > 1 is a constant to be defined later. We will show t#a{X;) >
—loga — O(1). For eachy € P letp, stand for the probability thaX; = y: that is,p, is equal to the number
of lines in L containingy divided byg™. We classifyy’s according to the value of, as follows.

Let Q denote the set of thogec P, with

Dy S«

andsS; fori =1,2,...,—log a the set of thoseg € P, with
a2 < Dy < a2t

The entropy ofX;, is the average value of log p,. For ally in @ we have— log p, > —log a. For ally in S; we
have—log p, > —log o — i. ThusH (X,) can be lower bounded by

H(Xp)> —loga—Zi- <Zpy) > —loga—Zi-|Si|-oz2i.

7 yeS; 7

Thus we need to show that

> i [Si] - a2 = O(1). )

To this end we need to upper bouyff]|. We are able to show the following bound.
Lemma 15. For all i we haveS;| - a2t = O(27%)

As the series ", i2~* converges, this bound obviously implies (7).

Proof. Note that every 2-dimensional plane has at most1 lines from L (the number of different directions in
every plane is equal 9+ 1). Apply Lemma 13 tal, and P = S;. We obtain

{(p,)|leL, pesS,pel} < C-(SY2|LPP*¢Y* +|Si| + |L|)
= C-(|S[V2qB¥m=2/4 118 4 g™ ).

Every point inS; belongs more than2'~1¢™ lines in L hence
H(p,1) |l € L, peS;, pel} >|Si]a2 g™
Combining the inequalities we obtain

1Sa2iq™ < O - (|| =2/ |85 + g™ ).



If the last term in the right hand side is greater than therathes, we have
|S;|a2! < 3C - ¢t
If the second term in the right hand side is greater than theraines, we have
a2ig™ < 3C.

Note that, sincen > 2, i > 1, we havea2i¢g™ = 2icq™/2~1 > 2¢. Therefore this cannot be the case, if we let
c>1.5C.
In the remaining case (the first term in the right hand sideeatgr than the other ones) we have

|5i|1/2 < 302—ia—1q—m/4—1/2 = 15| < 9022—2ia—2q—m/2—1’
and ' ‘ '
Sila2! < 90?27 g™/ = 90?270,
The last equality holds by the choice @f Note that2—* > o > ¢~!. Therefore, anyway we have
1S;]a2t < 902271,
O
O

If we choosem = 4 then the lower bounds fdf (y) in the cases when Alice cheats and Bob cheats coincide
and are equal t8log ¢ — O(1). Thus we get:

Theorem 16. There is a(3n/4 — O(1),3n/4 — O(1))-good 3-round protocol that communicats bits.
Using averaging we obtain the following corollary:

Theorem 17. There is a(3n/4 — O(1),3n/4 — O(1))-good 6-round protocol that communicates bits and
guarantees the min-entropy at least2 — O(1) for both players.
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Appendix

Proof of Lemma 1:Fix c. Forz € {0,1}* let p, = Pr[X = z|. For all integeri < n let N; stand for the number
of = with

2—n+i—1 <pp < 2—n+i (8)

andw; for their total probability.
The statistical distance betwe€&h, andX is equal to

Z (px - 2—n) = Zn:’wl - ZN:NZ'Q_H < Zn:'wi — Zn: 2_iwi.
i=1 i=1 i=1 i=1

Tipg>2—"
Here the last inequality holds, &§ > w;2" .
Thus it suffices to prove that for some< 1 depending only om it holds

n

> (=27 < q

i=1
providedH (X) > n — c.
Assume that the entropy & is at leastn — ¢. The contribution—p, log p,. to the entropy ofX of eachz
satisfying (8) is 4
—pg log py < —pglog2 Tt = pe(n+1—1).
Therefore we can estimate the entropyXofs
H(X) SZwi(n—l—l—i) :n—l—l—Ziwi
i<n i<n
hence
> iwi <c+1 9)
i<n

Here i ranges over all integers < n, including negative ones. However, the contribution ofaisg 7 is
bounded by a constant. Indeed, 285 w; < N; < 2" we can conclude that; < 2° hence

0> iw; > i2 =0(1).

1<0 1<0
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Thus, inequality (9) implies that the sum#f; over positive; is bounded by a constant:
D iw; <c+0(1) = d.
=1

Divide the sumd_* ; (1 — 27%)w; into two groups: the sum over all> 2d and the rest. The first sum is small
by the last inequality, as it impli€s_"_,, w; < 1/2. In the second sum the coefficigiit— 27*) is small:

1-271<1—272 = ¢.

Thus the total sum can be upper bounded %+ ¢'/2, which is less than 1. O

Remark. It is easy to see that the above proof gives an upper bguadl — 2-2¢t0(1) Strengthening the
arguments we can prove the lemma with= 1 — 27¢ 4 ¢~2° (see Appendix), which is nearly tight for large
c. Indeed, the distance between the random variXbleiformly distributed over " “-element set anlJ,, is
1 —27¢, while H(X) = n — ¢. We conjecture that for large enouglthe lemma holds fog = 1 — 27¢.

A converse of the lemma appears in [7], where it is proven ifhide statistical difference betweeX and
U, is at moste then H(X) > n(1 — ¢) — 1. That bound is also almost tight. Indeed, Re{X = 0"] = ¢ and
all the other outcomes dX are equiprobable. The statistical distance betwXeand U, is less thare, while
H(X) < n(1—c¢)+ 1. Hence, the constant statistical distanc&ofrom U,, does not imply entropy. — O(1).

Lemma 18. Letn > 1 be an integer, let be a real andX a random variable with rang€0, 1}". If H(X) > n—c
then the statistical distance & andU,, is at mostl — 27¢ + ¢~ 2,

Note that the bound of the lemma is almost tight. Indeed, thimnkce between the random variableuni-
formly distributed over " “-element set an,, is1 — 27¢, while H(X) = n — c.
Taking a derivative it is easy to verify that > 1 4+ ¢In 2 and thus

1-24e 2 <1-(1-1/e)27¢

for all c.

Proof. Forz € {0,1}* let p, = Pr[X = z|. For all realz < n let IV, stand for the number of with p, = 2"~
andw, for their total probability. We consider in the sequel onlwith w, > 0. The number of such is finite.
Obviously,

sz <1 (10)

The numberV, of x with p, = 2" % is equal tow,2"~%. Thus we have
S w2 <=y 2w, < 1 (11)
z z
In terms ofw, the entropy ofX is expressed as
HX) =) w.(n—z)=n-> zw..
z z

Recalling that the entropy & is at leasth — ¢ we obtain

2w, < c. (12)
>
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Thus is suffices to show that the statistical distance betiige andX is at mostl — 2~ + =2 for every
random variableX satisfying (10), (11) and (12). The statistical distanceveenU,, andX is equal to

Z (pe —27") = sz — ZNZQ_" = sz - ZQ_ZwZ.

Tpp>2""1 2>0 z>0 z>0 2>0

Thus it suffices to prove that inequalities (11) and (12) impl

S -2 w, <1-270 e
z>0

Note that ifw, = 0 for all z # d andwy = 1, then (10), (11) and (12) are true and the last sum evaluates t
1 — 2%, Thus we need to prove that this is nearly optimal solutiothéolinear program

» w.(1-27°) »max  subjectto (10), (11) and (9)
2>0

We apply a dual argument. Multiply inequalities (10), (1hpg12) by certain non-negative realss and~,
respectively, and sum up the resulting inequalities.

The coefficientsy, G and~ will be chosen so that the right hand side of the resultingjuadity is equal to
1 - 277+ ¢~2" and its lefthand side is larger th&n, ., w. (1 — 272).

For everyz the termw, appears in the resulting inequality with the coefficient

a+ (277 +qz.

We have to choose, 3, so that for allz < 0 this coefficient is non-negative and for all positivét is at least
1—-277%,
Taking the derivative we can see that the minimal value ofuhetion

a+ B277 + vz

is equal to
In2
a+l+’ylog6 )
In2 0%

attained forz = log % Thus it suffices to have

In2
0§a+l+’ylogﬁn (13)
In2 y
and
1 In2

For given 3,y the besta is the minimal one satisfying (13) and (14). It is worth to cke and~ so
that the minimala satisfying (13) coincides with the minimal satisfying (14). This means thatlog 5 =
—1+ylog(1+ ), andf = ;A—.

However, for such choice gf the resulting expression for the goal function is too hardrtalyze. Therefore,
we decreas@ a little bit and set3 = 2-1/7. Such choice makes the right hand side of both inequalitiepler
but smaller. The the right hand side of the first inequalitgdmes less than that of the second one. The minimal
« satisfying (13) and (14) is thus equal to



Now it remains to choose minimizing the sum

a+pf+dy=1- i+ylogi—1—2_1/'y—|—al7.
In2 In2
To simplify matters let us choose minimizing the sum of all the terms except!/”. That sum is minimal for

v = 2-%1n 2. Pluggingy into expressions for and 3 we obtain
a=1-2"%—gd29m2,  B=¢%

and
d

a+f+dy=1-2"%4¢%,
It remains to verify thatv > 0, which is straightforward. O

Remark on the proof. Numerical experiments show that if wgle 1/(2!/7 — 1) then for allc > 3.5... there
is v such thatw + 3 4+ ¢y = 1 — 27%. Thus it seems very plausible that for sucthe right upper bound for the
statistical distance betwed,, andX with H(X) > n —cis1 —27¢.

Proof of Lemma 2: The first statement is a direct corollary of the propertiesafditional entropy. Indeed, I&
be a randomized Bob'’s strategy and¥et stand for the outcome of the protocol provided Bob uses améetestic
strategyS. Then we have

H(Ys) > H(Ys[S) =) Pr[S=S]H(Ys) > PrS=5]-a=o
S S

The second statement: we are given RgfY s = =] < 27 for every stringz and for every deterministic
strategyS. Then for every randomized Bob’s strate§yve have

Pr[Ys =z| = ZPr[S =z|Pr[lYg =12 < ZPr[S =zx|27 =27
S S

Proof of Lemma 4: In order to prove the first part of the claim it suffices to shdwatta random variabl&
with the property that for any sef, Pr[X € S] < O(]|S]¢/2°") has entropyn — O(1). Forz € {0,1}", let
p. = Pr[X = z]. For any intege¥ < n, defineS; = {z € {0,1}",27"% < p, < 27"+l |tis straightforward
that H (X) = — > palogps > >, > e Px(n—i—1). SinceP is resilient and the total probability sums to
one, ford < i < n, Y, g e < 02677 /2") = O(27¢). Hence H (X) > n—2—3 ;. 127 > n—O(1).
We leave the second part of the claim as an exercise to thesttel reader.
Proof of Lemma 8: We will select a functionf satisfying certain properties and we will show that any such
function satisfies the lemma and that there are many furstioth such properties. Lek = {0,1}" andL =
{0,1}81°8™  The properties off : K x K x L — K are as follows (byf(z, K, L) and f(x,y, L) we mean
multisets{ f(z,y,2); vy € K & z € L} and{f(x,y,2); z € L}, resp., and in e.glS N f(x, K, L)| we count
multiplicity):

(1) ForanyS C {0,1}", where|S| = 2" /m for 4 < m < n3,

onsd 1

PrmGK[Elyy |Sﬁf($ava)| > W] < —-

(2) ForanysS C {0, 1}" of size at mosp" /n?,

1
PrmGK[Elyy |Sﬁ f(mava)| > 2n6] < ’I’L_
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(3) For anyS C {0,1}" of size at mose”/n'?, forallz € K, |S N f(z, K, L)| < 2" /n2,

(4) Foreverys € {0,1}" and anyz € K, Pryck[s € f(z,y,L)] < 2n8/2™.

The first two conditions are used to bound the entropy in tise eghen Alice follows the protocol and Bob
may be cheating. The latter two conditions are used to baum@mtropy and the min-entropy when Bob follows
the protocol. We show that ferlarge enough the probability that a random function satisfeech of the properties
is at least/8, hence a random function satisfies all of them with probigtdlt leastl /2.

Let S C {0,1}" be of size2"/m, where4 < m < n3. Fix z,y € K. By Chernoff bound (Col A.1.14 of
[1]), Prs[|S N f(x,y, L) > 2n8/m] < e=*/4m < e=n®/4, Hence, for fixedr € K, Pr¢[Jy, |S N f(x,y,L)| >
2n8/m] < 2me~"/4 < ¢, Say thatr € K is bad w.rt. toS for honest Alice, ifdy € K, |S N f(z,y,L)|
is more than twice its expectation. From the above boundpibleability for a random functiorf that there are

n 27L/TL n . .
more than2" /n? badz w.r.t. S for Alice is at most2?” - (e_"4> < e~2". By union bound oves, with

probability at least — 22" - e=2" > 7/8, for a random functiory, for everyS of size betweer2” /n® and2" /4,
Pr:vEKE'Z/» |Sﬁ f(wava)| > 277; ] < 1

n?

Let S C {0,1}" be of size at mo@"/n Fix z,y € K. By Chernoff bound (Thm A.1.4 of [1])Prf[]S N
flz,y, L) > 2n8] < e20/n° — =20"  For fixed, Prs[Jy,|S N f(z,y,L)| > 2n8] < 2. ¢ —2nt e
Since this happens with very small probability for everyor a randomf there are going to be rather fewis for
which there iy such thatS N f(z,y, L)| > 2n°. Indeed, by union boun®r ¢ [Pr.[Jy, |S N f(z,y, L)| > 2n°] >
1/n2) < 22" . et 2"/n? < gn2" <1 /8,

For the third condition, les C {0,1}" be of size at mos2™/n'°. Fix x € K. By Chernoff boundPr[|S N

fla, K, L)| >2-2"/n?) < e 2 o = e, By union boundPr[3z,|S N f(z, K, L)| > 2-2"/n?] <
.22 28,

For the last condition, for anyandx € K, for a random functiory, the expected number of occurrences of
in f(z, K, L) isn®. Thus by Chernoff boundr ;[ the number of occurrences ofn f(z, K, L) > 2n8] < e=""/4,
By a union bound over ands, with a probability at least — 22" - e/ > 7/8 for a randomf, the number of
occurrences of any particular elementfifx, K, L) is bounded byn?, for eachs. The property follows.

We claim that if f satisfies the first two properties then the outcdef Py(Alice, Bob, f) has entropy at
leastn — 0(1), assuming that Alice is honest and Bob behaves arbitrafily. » € K, letp, = Pr[R = 7]
Fori = 1,. — 1, defineS; = {r € K,27"" < p < 27+l andp; = > res; Pr- Clearly, HR) >
ZZ lpl(n_z_1)+(1_22 1 pZ)”>”—1_Zz 1p2

We claim thatzZ | pii is bounded by a constant. As the overall probability i$| < 2"~%. Forn =

.,logn3, by the first property off, with probability at leasi — 1/n? Alice picks a randonx € K such that
(z,y,L)| < 2n®/2¢. Assuming such am, regardless of whicly is chosen by Bob, the output
string will fall in S; with probability at mose/2?. Thus,p; < 2/2¢ + 1/n2. Fori = logn?,...,n — 1, since
p; < 2771 < 27 /n3, by the second property ¢f, with probability 1 — 1/n? Alice selects a string: so that for
ally, |S; N f(z,y, L)| < 2nS. Thus,p; < 3/n?. Hence, Y7 p;i = O(1). This proves the first two parts of the
lemma.

For the last part, leR be the output distribution of the protocol when Bob follows The bound on min-
entropy follows immediately from the last property of thadtion f. So we bound the entropy from below. Using
the notation from above, far= 10logn, . (z,K,L)| <2 /n?, sop; < 1/n?.
Hence, ify is chosen at random then the probablllty that theryessch thatf (x, v, ) isin S is at mos2/n2. The
lemma follows by notingH (R) > Y711{) e, Pi(n—i— 1)+ (1= 1510 105, Pi)(n—101og n) > n—3—10log n.
Proof of Lemma 11:WLOG we may assume that Alice uses a deterministic strafBggt is, she chooses a fixed
directiond and then choses a fixed point on a random line going in thatttbre As different lines in the same
direction are pair wise disjoint, all possibj&—! outcomes are equiprobable and thus

H(y) = Hoo(y) = (m — 1) logg.
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Proof of Lemma 9:1n the situation when both players follow the protocBl( A, B, f:.+) produces fully random
string. If Bob follows the protocol then by analysis simitarthat in the proof of Lemma 5 the outcome of the
protocol has entropy and min-entropy at least log n as the possibility for Alice to cheat is more constrained.

So we only consider the case when Alice follows the protoadl Bob deviates from it. WLOG Bob is
deterministic. Letz € {0,1}" be chosen uniformly at random apd= {0, 1}" be set depending an We claim
that) ", H(z? ©y) > n*/2 —3n/2. Fixi# j € {1,...,n}. We have

Hzx' @y, 2/ oy) > Hz' ©@yd ! ©y) = H(z' @ 27).

The transformation: — z* @ 2/ is linear over the field{0,1}. Thatis,2’ & 2/ = A; ;= for some matrix
A; ; € {0,1}™*" that depends only ohand;. One can easily verify that sineeis prime, 4; ; has rankn — 1.
Hence,H (v ® 29) = H(A; j2) > H(z) —log2 =n — 1. Thus,H (2! ® y,2/ ® y) > n — 1, and

Y H@ oy)> ) H@* oy oy) >n?/2-3n/2.

j=1

i=1

The lemma follows.
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