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Network Inoculation: Antivirus shield
would outrace cyber infections

Peter Weiss

The best way to stop an epidemic might be to start one.
That's the gist of a new strategy against computer viruses that
was just unveiled by Israeli researchers. In their theoretical
approach, when a computer network detects a new virus, it
launches an internal counter-epidemic of self-propagating,
protective messages. Upon receiving such a message, an
uncontaminated computer immunizes itself against the virus.

If the new method proves
practical, it could give rise to
network-based mechanisms—
perhaps covering the entire
Internet—for containing
viruses, says codeveloper
Eran Shir of Tel Aviv
University in Ramat Aviv.
Those mechanisms might
replace today's ponderous
practice of keeping equipment
safe by regularly downloading
antivirus software.

"This is a great and very
innovative proposal that has
the potential to change our
computer-virus—fighting
strategies," comments
network specialist Albert-
Laszlo Barabasi of Harvard ) ;\e ooN. In these
University and the University simulations, most nodes of an
of Notre Dame in Indiana. unprotected computer network (top)
succumb to a virus (traveling along

In the new scheme, proposed red Iineks%.bA self;i;nmunizing
: network (bottom) fosters a counter-
in the December Nature epidemic of vaccinations (on green

Physics, network designers jines) that sharply limits the virus'
would scatter "honeypots" spread. Blue lines represent
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Science News e- throughout a network. These  connections untouched by a virus or Ads by ¢
LETTER. are computers secretly armed animmune response. _ _
with software that can trap J. Goldenberg et al./Nature Physics Trojan
. and identify new viruses, then rapidly generate and broadcast 732\’%8\'
Archives the means to lock out the intruders. The protective message viruses
would fan out among the computers on links that only the spywa
antiviral mechanism could use. softwa
your pi
WWW.SP)
According to simulations by the Israeli team, severely limiting
the virus' spread in a network would require relatively few
honeypots. For instance, in a simulated 200,000-computer _
; : Hotel
network with one honeypot for every 250 computers, the virus Vi garz
would infect less than 1 percent of the computers, Shir says. lagsta
Moreover, he notes, the larger the model network, the smaller dver 1
\ the proportion of computers that the virus could overrun. varlde
"l.,‘._\_\ e www.hot
The idea of self-immunizing networks isn't new, says physicist
Rediscover the web Jeffrey O. Kephart of IBM T.J. Watson Research Center in
Yorktown Heights, N.Y. Starting in the 1990s, he and his
colleagues have developed self-protective network goﬁ
. . omai
architectures and software. Those fully automatic setups Relaxi
capture and analyze a virus and generate an antidote to it and In
within minutes. Tel Av
www.del
What's most innovative about the honeypot scheme, Kephart
says, is the shadow network that would transmit the
immunizing messages. Those extra links could be as simple Trojar
as a set of special e-mail addresses. They would enable the %P—yﬂé
epidemic of immunization messages to take place "behind ch‘;’}gn
enemy lines,"” Shir says, and thereby gain the upper hand. Scan )
AbsolL
"I really think this paper is highly valuable," says Alessandro v’\v'vsv‘;"hlﬂa
Vespignani of Indiana University in Bloomington. By '
introducing the idea of manipulating the network topology to
improve antiviral response, "it's opening a different way of S
R pon
thinking," he says. Tic

Could hackers commandeer the shadow network? Shir says Cheap P
that protective technologies already available, such as The Odd
encryption methods widely used for financial transactions on Philadelp
the Web, make that unlikely.

Still, says Dietrich Stauffer of the University of Cologne in
Germany, "past experience shows ... that new defenses can
be broken by new weapons. | expect [the new technique] to
help, but not to solve, the problem of viruses."

If you have a comment on this article that you would like considered for
publication in Science News, send it to editors@sciencenews.org.

Please include your name and location.
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